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= 5th Largest Bankcard provider in the U.S.

= 14 million customers (US, UK, and Argentina)
= $27 billion in Assets

~ 500+ Systems employees (and hiring!)

= Several Data Centers: CA, TX, NH, KY

= “One of the most technologically innovative
companies in the US”
-- per Information Week magazine
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= |ICB = Integrated Card Business
~ One of many Unix server admin groups

= My group manages about 30 Sun Solaris 2.6
based servers

= 10 servers are Informix Database servers with
total of 3 TB of data on 5 TB of disk

= 36 - Sun A5x00 fiber channel disk arrays
(Photons), direct attached to servers (no SAN)

~ Recently phased out all SSA (Sparc Storage
Array) type disk arrays - during this project
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VERITAS Volume Manager:
As Generally Used on Our Systems
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= Manage all Informix dbspaces as one or more
Volumes (presented as Unix raw partitions to
Informix)

= Each custom sized, placed, mirrored to match
the nature of the data and disk activity

Also manage and mirror all filesystem
Volumes including the boot disks

= Volume Manager permits:

flexibility in sizing and placement
mirroring for availability
some use of striping for performance

migration between disks (hot sub-disk movement)
for upgrading or load balancing

« disk utilization reporting (space and performance)
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o Data Center Move Project
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= Problem: How to safely move 8 database
servers from San Francisco to Oakland?

= Needs:

 minimize the down time to a few hours per server

e not able to replicate over WAN (unwilling to install
remote replication software, and limited bandwidth)

* no time for backup / recovery to / from tape

e complete data integrity (up to minute of shutdown)
e Iinstantaneous rollback: no unplanned downtime

e predictable performance of target server

e INn some cases,
migrate disk architecture (SSA to Photon)
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A Disclaimer!
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Some of the solution techniques which follow may
not be sanctioned by VERITAS or supported in
future releases or different hardware / OS.

Furthermore, the sample scripts provided have
limited documentation, error handling, and testing,
and no RAIDS5 support.

The intent is to give you some ideas about what
can be done and increase your understanding of
the power of VERITAS Volume Manager software...

| do not assert that this is what should be done.
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= Mirrored volumes imply that at least 2
complete physical copies (plexes) of the data
are maintained at all times

= Volume Manager supports up to 8 plexes in
each volume

Overhead of building and maintaining mirror
plexes is not very high and can be done on
live volumes

= In summary, our technique was...

e Add new disks to the server to be moved from San Fran
« Mirror existing volumes to these new disks

e Quiesce and split off the mirrors (“snapshot”) and move
the new disks to the new server in Oakland

» Logically import the volumes from these disks, while ...

e Original disks & volumes remain in SF for instant rollback!
7
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L]
&
f
i L}
] 4
'} -
|
g}

= Disk / Physical Disk

 An underlying physical storage device (or a Logical
Disk Unit presented by a hardware RAID system)

= Disk Group
A logical group of Disks & associated objects

= Subdisk

* A consecutive set of contiguous disk blocks that
form a logical disk segment

= Plex
 One or more subdisks together holding the data for
a Volume (either striped or concatenated)

« Each Plex in a Volume contains a complete copy of
the data in the Volume. Up to 8 plexes per volume.

 The nouns plex and mirror are used synonymously




o Terminology (page 2)
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= Log Subdisk

* A special subdisk holding fast recovery (“dirty
region logging”) information for a mirrored or RAID5
Plex

= Volume

« A virtual disk, which represents an addressable
range of disk blocks used by applications such as
file systems or databases

e One or more Plexes make a Volume

e Each Plex is a “mirror” (live duplicate copy)
of the Volume
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Terminology: Object Type lllustration

Sub-Disk

| Sub-Disk |

Disk

Sub-Disk

Disk

Sub-Disk Sub-Disk

Sub-Disk Sub-Disk

Plex Plex

Sub-Disk

Sub-Disk

Disk

Volume

These disks “mirror” each other:

At least for this Volume’s data!

Sub-Disk

T

Sub-Disk

Disk
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o Solution Details: Why use scripts?
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= Mirroring can be done via the GUI (2.x or 3.X)
but for a lot of volumes this is
“click-intensive”

= GUI or even the “vxassist” command have
limitations on control of placement of data

VERITAS “snapshot” command (2.x) does not
support mirrored snapshot volumes
(i.e., shapshot vols with more than one plex)

= Scripts allow the automation of specific object
definition and placement commands,
Including mirrored snapshot volumes

~ Repeatable, customizable, and traceable

11
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Solution Detalls:
Volume Manager “command line”

= VERITAS Volume Manager User’s Guide and
System Administrator’s Guide: Version 2.5

e Also use the “show command” GUI option
(“task monitor” in VMSA)...

* View of billdg (dbdba01l) *
TN NN W W W W W o o

File Basic-Ops Advanced-Ops Analyze Projection | Options Icon

@ @ Show on Error

. :
| subdi sk—a | | [, | cubdi okfy =ubdi skt Hllt!lj L OMINAnas Are neday - ry Ehﬂ"i'-" at Start B
disk—A disk-B plex—01 plex—02 Logging Help
c1t4d0s? c1tadas? Popup the Command Window

vol

3 Show Command

Format of Size

= Version 3.x makes more of an effort to hide the
underlying objects and complexity -- but the
objects and commands still exist! — and are
getting even more powerful
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= Useful VERITAS commands for scripts, etc...
= See the “man(1M)” pages!

o vxprint (Get information from the VM object database)

« vxassist (Create or manipulate typical Volumes, including
mirror, grow, shrink, and the basic “snapshot” functions)

o vxdiskadd (Add disks to a Diskgroup)

* vxmake (Create fundamental VM objects)

« vxedit (Create, remove, modify VM object records)
« vxvol (Perform operations on Volume objects)

« vxplex (Perform operations on Plex objects)

= My scripts are in Korn Shell (ksh)

* Perl might be better; or JAVA anyone?
 There is no linkable API though, for C programs, etc.

4%

=

*J

1 i
» Y

i

13




o Solution Details: Disk Map Files
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= “map files” were used to tell the scripts which
disks are the “original disks” (i.e., the disks to
stay on the old server for rollback), and which
disks are the “new disks” (i.e., the disks which
move to the new server)

We also wanted to mirror specific original
disks to specific new disks
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= We defined mappings at the disk array level:
¢ e c1i0 (Controller 1 disk array ID 0) = c2i0
‘ e clil=>» c2il

= These are specific to each server, and a bit
more complicated for SSA to Photon

 We actually did some manual mirroring w/GUI. 14
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= pvn_vxlabel

* Not essential to this project, but helps to identify
object placement, number of mirrors, size, etc.

= pvn_vxmirdiskadd

 Based on a file which maps the source disks to
target disks, add new disks to the disk group

= pvn_vxmirror

* Add mirrors to one or more volumes, with specific
placement based on map file and original placement

« Works on N volumes in parallel (but we should avoid
too much concurrent work on each Physical Disk)

= pvn_vxmirchk

e Check that all volumes have desired mirrors on
target and/or source disks specified in map files

15
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= pvn_vxsplit
* Verify that Volume and all Plexes are in a consistent
state (i.e., not in SYNC or STALE or other bad state).

o Stop Volume and split off appropriate Plexes to
make a new “snapshot” Volume with
exact point-in-time copy of the data

 Multiple Plexes are split off and attached
concurrently to keep new Volume mirrored.

e Give this Volume a uniqgue name (“+vol™)

o Start the new Volume using “init active” -- to avoid
unwanted and unnecessary re-sync

* Restart the original Volume

Y

= pvn_vxrename

 Once new disks (containing the snapshot “+vol”
Volumes) are moved to new server, rename these
Volumes to original names: “+vol” to “vol”

16




o pvn_vxmirror.ksh
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= “usage” template:

pvn vxmirror.ksh {-g <disk group>}
{-m <map file>} [-pl
[<volume list> ...]

= -piIs for “preview mode” to show commands

being without executing them using this
function:

f vxrun()

{

if [[ "$PREVIEW" == "TRUE" ]]
then
print S$*
else
print S$*
& *
return $7?
fi

17




®» pvn_vxmirror: Step by Step
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Sub-Disk R 5 Sub-Disk
Sub-Disk Sub-Disk

Sub-Disk

Sub-Disk

Original Disk Sub-Disk Sub-Disk Original Disk
Original Plex 1 || Original Plex 2

3! Sub-Disk !! Sub-Disk L

Jr Sub-Disk 5: Sub-Disk
. New Plex 1 New Plex 2

Volume with added Plexes

= Next we use pvn_vxmirchk to verify that every volume
has been mirrored on desired arrays

e Counts plexes on each volume & uses disk map
18




o pvn_vxsplit.ksh
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= “usage” template:

pvn vxsplit.ksh {-g <disk group>}

{-m <map file>} {-p}
[ <volume list> .. ]

= -piIs for “preview mode” to show commands
being without executing them using this
function:

f vxrun()

if [[ "SPREVIEW" == "TRUE" ]]
then
. print S$*
£ else
print S$*
& *
return $7?
fi
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pvn_vxsplit

. Step by Step

Sub-Disk R

Sub-Disk

Original Disk

— > Sub-Disk i Sub-Disk <

: | Sub-Disk |4 | )' : :

: : New Plex 1 New Plex 2
New Dis k § ....................................................

Sub-Disk

Sub-Disk

Sub-Disk |4

Sub-Disk

Original Plex 1 || Original Plex 2

’!ﬁ Sub-Disk !! Sub-Disk !L

y. Sub-Disk

Sub-Disk

Original Disk

Volume with added Plexes

New Volume (“+vol”) No Plexes
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@ pvn_vxsplit: Step by Step
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Sub-Disk R 5 Sub-Disk

Sub-Disk Sub-Disk

Sub-Disk Sub-Disk

Sub-Disk

Original Disk Original Disk

Stopped Volume
(new plexes “disassociated”)

Sub-Disk

Sub-Disk Sub-Disk

Sub-Disk \ sk 3
New Disk \ " Sub-Disk i Sub-Disk

New Plex 1 New Plex 2

New Disk

New Volume (“+vol”) No Plexes
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pvn_vxsplit: Step by Step

Sub-Disk = ! _ » Sub-Disk |
X Sub-Disk |||| Sub-Disk %
Sub-Disk |« Sub-Disk
Original Disk Sub-Disk Sub-Disk Original Disk
Original Plex 1 || Original Plex 2
Restarted

Original Volume!

Sub-Disk

Sub-Disk |y . Sub-Disk
: Sub-Disk
New Disk $ New Disk
.......................... : A Sup-Disk & SubDisk

: / A : New Plex 1 New Plex 2
These tWO neW : ................................................... The Volume
. disks now can be i New Volume (“+vol”) Qe 4
; ith Snanshot C f Dat . definition comes
_moved to Oakland!  ;  WIth Snapshot -opy of Liata _automatically!)

= All we are doing is remapping selected physical
data copies to the new snapshot volume 29
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= “usage” template:

pvn vxrename.ksh {-g <disk group>}
-0 {rename option}
[ <volume list> .. ]

= Rename options for the OAK move process:

-0 "to~but+" to first rename original volume records to ~VOL
for backup and reference.

These ~VOL can eventually just be dropped.

-0 "from+" to next rename the newly imported split volumes
to the required original names.
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-0 "from~" to rename the original volume records to original
names in case reversing the process is needed.
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Results:
We Successfully Moved All 8 Servers!

= Rollback option was actually used once
(successfully!)

* A data consistency problem wasn’t discovered until
we were live in Oakland: | fear that one or two of the
Volumes were not consistent at the time of the split.
We started over the next week.

 In another case, we rebooted prior to splitting and
noticed many Plexes were in SYNC state and
remained that way for a few hours...

 We decided not to risk inconsistent snapshot volumes
so we aborted the move until the following weekend

= Consider using log subdisks (Dirty Region
Logging) to minimize Plexes in SYNC state

 The process of adding log subdisks can also be
scripted of course!
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o Other Uses For “Snapshotting”
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= “snapshotting” can be used anytime a point in
time copy of a volume is desired with minimal
database quiesce time required

* An Instant backup before a change is made to the
production volumes

e A static copy to be used for consistent tape backup

A secondary copy for data warehouse access
(exporting snap to a different host is officially not
supported — here the CLI can overcome this!)

 Migrating data to a new brand of disk

= Like EMC™ “BCV” (Business Continuance
Volumes ™ = TimeFinder ™)

e But “incremental update” (Fast Re-sync)
functionality with VERITAS Snapshot volumes not
supported until VXVM Vers 3.1 (extra priced option)

. VERITAS also supports other variations on the

“frozen image” concept (VXFS storage checkpoints) s




@ Other Script Ideas
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= pvn_vxmkchunk

* Make an Informix chunk (piece of a dbspace) given
disk group, name, dbspace name, size, and type
Information.

* Uses vxassist command to make the volume, mirror
It, set permissions.

e Uses Unix commands to create a soft-link to the raw
volume device file (/dev/vx/rdsk/dg/name).

* Next uses Informix “onspace” commands to allocate
the space to the database server instance.
= pvn_vxlabel

 Changes the names of plexes, subdisks and disks to
provide more information (related to Volume name)

 Less valuable due to new VMSA 3.x GUI features

= arrayinfo / slotinfo

e Capture and summarize “vxprint” or “vxdisk™ output
to show total disk utilization, grouping, availability... 2
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concerns

~ Mirroring / snapshotting concerns:

« SYNC issue (risk of inconsistent snapshots)

e Scripts are more complicated for striped Plexes
 Not possible on RAIDS5 Volumes

 What is the performance impact of many Plexes?

= Scripting concerns:

 Not an API library - Return codes not always helpful
* Error handling - how much is needed?

« Concurrency control (e.g., label while mirroring can
create objects which are locked until reboot)

* Risk of adversely affecting valuable Volumes

=~ Root Disk (rootdg) Mirroring special concerns:

 How to be ensure we can unroot?
« How to snapshot a live (not stopped) volume?

« However, boot disk snapshots could be valuable for

OS upgrades, security, etc. -




o Upgrade Plans...
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= Upgrading all servers to Volume Manager 3.X
and new VMSA (Java based) GUI

 Fast Re-sync (incremental update) of snapshots —
among other useful features

= Using VERITAS File System with Quick 1/O
Option rather than “raw volumes”

» More flexible

« Will facilitate replication, filesystem checkpoints,
and block level incremental backups

= Introduce other storage vendors (EMC,
Compagq, Hitachi) and architectures (hardware
RAID, SAN)

e Looking forward to tighter VERITAS software
Integration with the hardware features

28




The End

Automation of Complex Volume Manager Tasks Using
Command Line Scripting

Terry R. Gauchat
Senior Systems Administrator

Terry_Gauchat@providian.com

Providian Financial Corporation




®> Source Code for Scripts
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Double-click on the file object to open it.
The filename may not be the same as displayed here --
manually save it to extract it from this presentation.

pvn_vxlabel_all.ksh.txt  pvn_vxlabel_disk.ksh.txt pvn_vxlabel_plex.ksh.txt pvn_vxlabel_subdisk.ksh.txt

pvn_vxmirchk.ksh.txt

pvn_vxsplit.ksh.txt  pvn_vxrename.ksh.txt

pvn_vxmkchunk.ksh.txt  arrayinfo.ksh.txt slotinfo.ksh.txt
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